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The Basics:
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What is Personal Information?

Identifier Health 
Information PHI



What is Personal Information?
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Name OR Unique 
Identifier with any of 

the following:

contact information, 
address, phone number, 

email, fax

account/order 
information, 

information, purchase 
history, shipping details

billing information, 
credit card, bank 

account, billing contact 
information

professional 
information, 

company/employer 
information, job title, 

professional affiliations

Geographic or location 
information

information contained 
in posts made on the 

public forums and 
interactive features of a 

website or app

information gathered 
through cookies, pixels, 
and similar technology

residency, citizenship, 
visa number, military 

status, nationality, and 
passport information

payroll,  wage, salary, 
and benefit information

skills, work experience, 
education, certificates, 

registrations, 
professional licenses, 

training, and language 
abilities

performance-related 
information, reviews, 

references, disciplinary 
procedure information, 

attendance records

physical limitations and 
special 

accommodations

results of credit and 
criminal background 

checks, drug and 
alcohol testing, 

screening, health 
certifications

photo, video 
surveillance, other 

images or photographs, 
key card use times and 

locations

voicemails, e-mails, 
correspondence, 

documents, and other 
work products

medical and health 
information

survey or feedback 
information



What is Personal Information?
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Name, 
username, 
email, etc.

Activity in 
an app or on 

a website.
Personal 

Information



What is Processing?
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ANYTHING YOU 
DO WITH DATA Collection Organization Recording Structuring Storage

Adaptation Alteration Retrieval Combination Use Disclosure

Transmission Dissemination Erasure Destruction Deletion



The Law:
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What type of law/standard is 
regulating the data?
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Cybersecurity and Privacy

National Institute of Standards and Technology (NIST) Privacy Framework



Cybersecurity 
and Breach 
Trends
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604 Organizations

17 Industries

16 Countries

2,100 – 113,000 Compromised 
Records

3,556 Interviews Conducted

IBM – PONEMON INSTITUTE: 

COST OF DATA BREACH REPORT 2024 

(COSTS IN MILLIONS USD)
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IBM – PONEMON INSTITUTE: 

COST OF DATA BREACH REPORT 2024 
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Developments 
in State, 
Federal, and 
International 
Law



US State Comprehensive Laws 2024

https://www.bytebacklaw.com/ 

https://www.bytebacklaw.com/


2024 State Law Trackers

https://www.bytebacklaw.com/ 

Biometrics

Children’s 
Data

Artificial 
Intelligence

https://www.bytebacklaw.com/


Key Dates for US Privacy Law



Individual Rights – New US State Laws
(based on text of statute)



Individual Rights (State Law)– Sale/Share of Data
(based on text of statute)



Federal Law
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Post-Dobbs OCR Regulations

• Prohibits disclosing PHI in an investigation 
surrounding reproductive healthcare.

Health Care Cybersecurity Improvement Act 
of 2024 (proposed)
• Charges the Secretary of HHS with setting minimum 

cybersecurity standards for Medicare’s Accelerated 
Payment Program and Advance Payments Program

OCR and Website Tracking

• Relief from enforcement of the OCR bulletin on 
unauthenticated web pages following the decision in 
AHA et. Al. v. Becerra et al



Unauthenticated Pages – OCR Examples/Guidance

PHI

• If an individual were looking at a hospital’s 
webpage listing its oncology services to seek a 
second opinion on treatment options for their 
brain tumor, the collection and transmission of 
the individual’s IP address, geographic location, or 
other identifying information showing their visit 
to that webpage is a disclosure of PHI to the 
extent that the information is both identifiable 
and related to the individual’s health or future 
health care.

• Tracking technologies might collect an individual’s 
email address, or reason for seeking health care 
typed or selected by an individual, when the 
individual visits a regulated entity’s webpage and 
makes an appointment with a health care provider 
or enters symptoms in an online tool to obtain a 
health analysis.

Not PHI

• Where a user merely visits a hospital’s webpage 
that provides information about the hospital’s job 
postings or visiting hours, the collection and 
transmission of information showing such a visit 
to the webpage, along with the user’s IP address, 
geographic location, or other identifying 
information showing their visit to that webpage, 
would not involve a disclosure of an individual’s 
PHI to  tracking technology vendor.

• If a student were writing a term paper on the 
changes in the availability of oncology services 
before and after the COVID-19 public health 
emergency.



Global Considerations
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HTTPS://IAPP.ORG/RESOURCES/GLOBAL-PRIVACY-DIRECTORY/ 

https://iapp.org/resources/global-privacy-directory/


Restrictions 
on 
International 
Data 
Transfer



Enforcement and 
Litigation Trends
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HIPAA Enforcement 
Actions

Settlements from 2023 and 2024



U.S. Enforcement Action
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Litigation 
Trends
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Illinois Biometric Information Privacy Act (BIPA) 
Lawsuits

Website Chatbot Wiretapping Lawsuits

Website Session Replay Technology Lawsuits

Video Privacy Protection Act (VPPA) Lawsuits

Artificial Intelligence Lawsuits

Website Cookie Selection Lawsuits



Artificial Intelligence
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M C K I N S E Y  A N D  C O M P A N Y :  T H E  S T A T E  O F  A I  I N  E A R L Y  2 0 2 4 :  G E N  A I  
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STANFORD UNIVERSITY :  DO FOUNDATION MODEL PROVIDERS COMPLY WITH THE DRAFT EU AI  ACT?



National Institute of Standards and 
Technology (NIST)

AI Risk Management Framework



What Now?



The Basics of 
Evaluating 
Data Risk

• WHAT data does an organization have?
• WHERE is the data coming from? Going to?
• WHO has access to the data?
• WHEN is the data collected and deleted?
• WHY does the organization have the data?
• HOW is the organization protecting the 

data?

40



Consider both 
the Technology 
Factor and the 
People Factor



Practically Speaking…

42

Get comfortable being uncomfortable.

Where there are inconsistencies/differences, either:
Choose the strictest law/regulation, or Evaluate the risk associated with non-compliance or partial in certain areas

Identify as many similarities to approaches across jurisdictions as possible.

Carry out due diligence and assessments, as well as keeping up to date with legal 
developments.



DO SOMETHING

• Analysis paralysis is real
• Establish achievable 

tasks/steps
• Don’t overcomplicate those 

tasks/steps
• Take it one step at a time

43



Questions?
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